pi x-final-config.txt

Result of firewall command: "sh run"

Saved

Pl X Version 6.3(1)

interface ethernetO auto

interface ethernetl 100f ul

nanmei f ethernetO0 outside securityO

nanmei f ethernetl inside securityl00

enabl e password ("your password") encrypted
passwd ("your password") encrypted

host name G scoPI X

domai n- name ("your donmain").co. uk

fixup protocol ftp 21

fixup protocol h323 h225 1720
fixup protocol h323 ras 1718-1719
fi xup protocol http 80

fixup protocol ils 389

fi xup protocol rsh 514

fixup protocol rtsp 554

fi xup protocol sip 5060

fixup protocol sip udp 5060
fi xup protocol skinny 2000
fixup protocol sntp 25

fixup protocol sglnet 1521
names

name 192. 168. 0.1 DraytekVi gor 2500
name 192. 168. 3. 0 Renot e_Net wor k
name 192.168. 1.0 I nternal network

access-list outside_access_in permt icnp any any echo-reply
access-list outside _access in permt icnp any any traceroute
access-list outside_access_in permt icnp any any tine-exceeded
access-list outside access in permt icnp any any

access-1|i st
.255.0

i nsi de_nat O_out bound permt ip Internal _network 255.255.255. 0 Renote_Network 255. 255
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access-list outside cryptomap_20 permit ip Internal _network 255.255.255.0 Renote_ Network 255.255
.255.0
pager lines 24
ntu outside 1500
ntu inside 1500
i p address outside 192.168.0.2 255. 255. 255.0
i p address inside 192.168.1.1 255.255.255.0
ip audit info action alarm
ip audit attack action alarm
pdm | ocation 192.168. 1. 10 255. 255. 255. 255 i nsi de
pdm | oggi ng debuggi ng 100
pdm hi story enabl e
arp timeout 14400
gl obal (outside) 10 interface
nat (inside) 0 access-list inside_natO_outbound
nat (inside) 10 0.0.0.0 0.0.0.0 0 O
access-group outside_access_in in interface outside
route outside 0.0.0.0 0.0.0.0 DraytekVigor2500 1
ti meout xlate 0:05:00
ti meout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc 0:10: 00 h225 1:00: 00
ti meout h323 0:05:00 ngcp 0:05:00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05: 00 absol ute
aaa- server TACACS+ protocol tacacs+
aaa-server RADI US protocol radius
aaa-server LOCAL protocol |oca
http server enable
http Internal network 255.255.255.0 inside
no snnp-server | ocation
no snnp-server contact
snnp-server comunity public
no snnp-server enable traps
fl oodguard enabl e
sysopt connection permt-ipsec
sysopt noproxyarp inside
crypto ipsec transform set ESP-3DES- MD5 esp-3des esp-nd5- hnac
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crypto ipsec transform set ESP-3DES- SHA esp- 3des esp-sha- hnac
crypto map outside_map 20 i psec-isaknp
crypto map outside _map 20 match address outside_cryptomap_20
crypto map outside_map 20 set peer 195.155.26.1
crypto map outside _map 20 set peer 212.135.166. 27
crypto map outside_map 20 set transform set ESP-3DES- MD5
crypto map outside_map interface outside
i saknp enabl e outside
i saknp key *****x*x gddress 195.155.26.1 net mask 255. 255. 255. 255 no- xaut h no-confi g- node
i saknp key *****x** gddress 212.135. 166. 27 net mask 255. 255. 255. 255 no- xaut h no- confi g- node
i saknmp policy 20 authentication pre-share
i saknp policy 20 encryption 3des
i saknmp policy 20 hash nmd5
i saknmp policy 20 group 2
i saknmp policy 20 lifetime 86400
tel net Internal _network 255.255.255.0 inside
tel net tinmeout 5
ssh tinmeout 5
consol e tinmeout O
dhcpd | ease 3600
dhcpd ping_timeout 750
dhcpd auto_config outside
termnal w dth 80
Crypt ochecksum ("your crypto check sunt)
. end
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